[TamaTka no 6e3onacHOCTUN B UHTEPHETE.
Cant CETEBNYOK

POBOJIHUK

C KaXJIbIM T'OZI0M MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a
IIKOJIBHUKH OJTHU M3 CaMbIX aKTHBHBIX TOJIb30BaTesieii Pynera. Mexay TeM, TOMHUMO
OTPOMHOT'0 KOJUYECTBA BO3ZMOKHOCTEH, MHTEPHET HECET U MPOOJIEMBL. DTa MaMsTKa T0JHKHA
IIOMOYb TeOe 0€30IMacHO HaXOAUTHCS B CETH.

KoMnbroTepHBIE BUPYCEHI

KomMmiproTepHslii BUPYC — 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTh K pa3MHOKEHHIO. B ononHeHue k aTomy,
BUPYCHI MOT'YT MTOBPEIUTH WIH MOJHOCTHIO YHUUTOXHUTH BCe (ailiibl U TaHHBIE,
IOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOIro OblIa 3aylleHa 3apakEHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WM Aa)Ke YHHUTOXHUTH OTNIEPAllMOHHYIO CHCTEMY CO BceMH (paiiimamu B
1esioM. B GonbIIMHCTBE CllyyaeB paclpoCTPaHsAIOTCS BUPYCHI Yepe3 HHTEPHET.

Mertozp! 3aIlUTHI OT BPEJOHOCHBIX IIPOIPAMM:

e Hcnonb3yil COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMbBI, UMEIOIINE CEPbE3HBIN YPOBEHD
3allUThl OT BPEJOHOCHBIX POTpamM;

e IlocTosiHHO ycTaHaBnMBail mauTu (LU(pPOBBIE 3aMIATKH, KOTOPHIE ABTOMAaTHYECKHI
YCTaHABJIMBAIOTCS C LENbI0 JOPAOTKU MPOTrPaMMBbl) M JPyrue OOHOBJICHUS CBOCH
orepanroHHoO cucteMbl. CKaunBai X TOJBKO ¢ O(UIIMATIBHOTO caidTa pa3paboTunka
OC. Ecnu cymiecTByeT pesKuM aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKIIIOYH €T0;

e Paboraif Ha cBOeM KOMIBIOTEPE 10T TPaBaMH IOJIH30BaTENIs, @ HE aIMUHUCTPATOPA. DTO
HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAMM WHCTAITTUPOBATHCS HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

e lcnonbp3yil aHTUBUPYCHBIE IPOIPAMMHBIE TPOTYKTBI U3BECTHBIX ITPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

e Orpannub GU3HYECKUN JOCTYI K KOMITBIOTEPY JIsl TOCTOPOHHUX JIULL;

o Hcnonp3yii BHEIIHUE HOCUTENIN HHPOPMALIUH, TaKKUE KaK (Ielka, TUCK Wi (aiii u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

o He oTkpbIBail KOMIbIOTEpHBIE (ailybl, TOTYYEHHBIE U3 HEHAEKHBIX HCTOUYHUKOB. J{axe
Te (hailsIbl, KOTOPBIC MPUCIIA TBOM 3HAKOMBIN. JIydIie yrouHu y Hero, OTIPaBIUI JIU OH
Tebe ux.

Ceru WI-FI

Wi-Fi — 3T0 He BUJ mepeauu JaHHBIX, HE TEXHOJIOTHs, a BCETO JIUIb OpeH 1, Mmapka. Emie B 1991
rojay HUAEpJaHACKas KoMmnaHus 3apeructpuponana opens « WECAy, yTo o603Haqano
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCs Kak «OeCTIpOBOAHAS TOUHOCTHY.
Jlo Hamrero BpeMeHH JIOIUIa pyras abOpeBrarypa, KOTopas SBJISICTCS] TAKOH K€ TEXHOJIOTHEH.
Or1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO TaHO C HAMEKOM Ha CTaHJapT BHICIINN
3BykoBo# TexHuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAs TOYHOCTHY.
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Ja, 6ecrutaTHBI MHTEPHET-IOCTYII B Kade, OTENAX U adpoIropTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BBIXOZIa B MUHTEpHET. HO MHOIME 3KCepThl CUUTAIOT, 4TO 00uieocTynHble Wi-
Fi cetn He ABnAOTCS 6€30MACHBIMU.

CoBeTsl 110 Oe30MacHOCTH paboTe B 00me0cTymHbIX ceTsix Wi-fi:

e He nepenasaii cBoro mrunyto nHpopManuio yepes odmenoctymasie Wi-Fi cetu. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTHHBI U KaKUe-TO HOMEepa;

o Hcnonp3yii 1 0OHOBIISANM aHTUBUPYCHBIE POTrPaMMBI U OpaHMayep. Tem camMbIM T
obe3omacuiib ceds OT 3aKa4YKH BUpPYyca Ha TBOE YCTPOUCTBO;

o IIpu ucnons3oBanuu Wi-Fi otximroun gpynkiuio «O0muii noctym K ¢aitiam u
npuntepamy». JlaHHas GyHKUUS 3aKpbITa [0 YMOJIYaHHIO, OJJHAKO HEKOTOPhIE
N0JIb30BATENH aKTUBUPYIOT €€ 1711 y100CTBa HCIIOJIb30BaHuUs B paboTe min y4eoe;

e He ucnonp3yit myommunsii WI-FI 11t mepenaun TMUHBIX TaHHBIX, HAIPUMED IS
BBIX0/Ia B COIIMAJILHBIC CETH UJIH B AJIEKTPOHHYIO MOYTY;

e Unonp3yii Tonbko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu nHabope
BeO-apeca BBOAM UMEHHO «https://»;

e B MoOmipHOM Tenedone otkmoun pyakumio «lloakmouenne k Wi-Fi aBTomMmaTiudeckm.
He nomyckait aBToMaTn4eckoro noAKItoYeHus ycTpoicTsa K ceTsim Wi-Fi 6e3 TBoero
coryiacus.

CorlaapHbIe CETH

CornuaibHbBIE CETH aKTUBHO BXOJAT B HAIY KU3Hb, MHOTHE JIFOJIH pa0OTAIOT U KHUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJLIAAP/I YEIOBEK, UTO SIBISIETCS OJTHOMN
CeIbMOM BCEX JKUTEINIeH TUTaHeThl. MHOTHE TI0Ih30BaTeId HE TIOHUMAIOT, YTO HH(OpMaIHs,
pa3MelieHHasi UMH B COIIMANIBHBIX CETSIX, MOKET ObITh Hali/IeHAa M UCIIOJIb30BaHA KEM YTOJIHO, B
TOM YHUCJIEC HE 0053aTeBHO ¢ OJIaTMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO OC30MACHOCTH B COMaJIbHBIX CETAX:

e OrpaHuyb CIUCOK JIpy3el. Y TeOs B APY3bAX HE JOIDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOICH;

e 3ammumiaii CBOIO YacTHYIO *HU3Hb. He yka3wiBaii maponu, TenedoHsbl, agpeca, 1aTy TBOETO
POXIEHUS U IPYTYIO TUYHYIO HHGOPMAIUIO. 3MTOYMBIINIJICHHIUKH MOTYT UCTIOJB30BaTh
Jake nH(QOPMALIUIO O TOM, KaK Thl U TBOM POJUTENH IIJIAHUPYETE MPOBECTU KaHUKYIIbI;

e 3ammiiail CBOIO penyTaiuio — Iep>KH €€ B YUCTOTE U 3aJaBaii cebe BOmpoc: XOTel OBl ThI,
yTOOBI IPYTHE MOIH30BATEIN BUJICTH, UTO ThI 3arpykaenis? [logymaii, mpex e yeM 4To-
TO OMyOJIMKOBATh, HAMIUCATh U 3arPY3HTh;

e Eciu ThI TOBOPHILB C JIOJIbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEAbHOE UMS U
JIPYTYIO THYHYIO HHPOPMAITUHU: UM, MECTO JKUTEIIBCTBA, MECTO y4eObl U IpoUee;

e U30eraii pazmenienus ¢pororpaduii B IHTEpHETE, T/I€ THI H300pa)KE€H Ha MECTHOCTH, 11O
KOTOPOU MO>KHO OIIPEAETUTH TBOE MECTOIIOJIOKEHHUE;

o [Ilpu perucrpanuu B couuaibHON CETH HEOOXOIUMO HCIIONb30BaTh CIIOKHBIE MTAPOJIH,
cocroAmIre u3 OyKB U IUQP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

e Jlnsa conuanbHOM CETH, MOYTHI U APYTHX CAUTOB HEOOXOIUMO MCIIOIB30BaTh Pa3HBIC
napoyu. Toraa eciau Te0s1 B3TOMAIOT, TO 3JI0YMBIIIEHHUKH TOy4aT TOCTYI TOIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHBIE AEHBIU

DIIeKTPOHHBIE IEHBTY — ATO OYEHB yIOOHBIN CITOCOO IIaTeXeH, 0JJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JICHBTH.
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DJIEKTPOHHBIE I€HbIY MOSBUIIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyzapcrBax J10 CUX IOp He MPONUCAaHO NpO HUX B 3akoHax. B Poccun xe onn
(GYHKIIMOHUPYIOT U O HUX YK€ MPOIKMCAHO B 3aKOHE, TJIe UX Pa3/IeaIOT Ha HECKOIbKO BHIOB —
AHOHUMHBIE U HE AaHOHUMHBIE. Pa3HUIIAa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
paspemniaercsi IPOBOAUTH Omepanuu 6e3 uIeHTUPUKAIIUN TTOJIH30BaTENs, 2 B HEAHOHUMHBIX
UACHTU()UKAIIIY TTOTH30BATENS SBISETCS 00513aTEIHHOM.

Taxoke creayeT pa3nuyarhb JIEKTPOHHBIE (PHATHBIC IEHBIH (PaBHBI TOCYIAPCTBEHHBIM BAJTIOTaM)
U 3JICKTPOHHBIE He(HUATHBIEC ACHBI'H (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO O€30IaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

e [lpuBshku kK cueTy MOOMIIBHBIN TeeoH. DTO caMblil YTOOHBIN U OBICTPBIN CITIOCOO
BOCCTAaHOBHUTH JIOCTYI K c4eTy. [IpuBsi3anHbIi TenedoH MOMOXKeT, eciau 3a0yaenb CBOH
MJIATEKHBINA MapOJIb WK 3aiiIelIh Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

o Hcnonp3yit oqHOpa3oBblie mapounu. [locie nmepexona Ha yCUIICHHYIO aBTOpU3aLUIO TeOe
y’Ke He OyZIeT yrpokaTh ONAaCHOCTb KPakM MIIM IIepexBara IJIaTeKHOr0 apoJis;

o BriOepu cnoxusiii naposis. [Ipectynaukam OyZeT He MPOCTO yrajaTh CIOKHBINA TapoIb.
HanexHble mapoiau — 3TO MapoJiv, KOTOPBIE COAEPKAT HE MEHEee 8 3HAKOB U BKIIFOYAIOT
B ce0s1 CTPOYHBIE U IPOMHMCHBIE OYKBBI, HU(PHI K HECKOJIBKO CHMBOJIOB, TAKME KaK 3HAK
noJutapa, pyHTa, BOCKJIMIIATEIBHBIN 3HaK U T.11. Hanpumep, $tROng!;;

e He BBOAM cBOU TMUHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DIIEKTpPOHHA [10YTa

DIIEKTPOHHAs [10YTa — 3TO TEXHOJIOTHUS U MPEAOCTABIIIEMbIE €10 YCIYTH N0 MEePEChUIKE U
MOJTYYEHUIO JIEKTPOHHBIX COOOLICHHI, KOTOPBIE PACTIPEAETSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO PIIEKTPOHHBIN TOYTOBBIH SIIUK BBITJIAIUT CIEAYIOIUM 00pa3oM:
UMs_TI0JIb30BaTeNss(@umMs_oMeHa. Taxke Kpome rnepeaadu IpocToro TeKCTa, UMEeeTcs
BO3MOXKHOCTh MepeaaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHON pabOTe ¢ ITCKTPOHHOM MTOYTOM:

o Hano BIOpaTh NpaBUIBHBIN MOYTOBBIN CEpBUC. B HHTEpHETE €CTh OrPOMHBII BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIYUIIE JOBEPSITH TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHUHTE;

e He yka3pIBaii B TMYHOM mouTe JIMuHyI0 nHpopmanuo. Hanpumep, mydiie BeIOpaTh
«My3BIKaNbHBINA _(panaTt@» unu «pok2013» Bmecto «remal3;

e Hcnonbp3yil AByX3TanHy0 aBTOPU3AIMIO. ITO KOTrAa IOMUMO MapoJisi HY>KHO BBOJUTH
KO/, IpUChLIaeMbliit 1o SMS;

e BriOepu cioxxHbBIN 1aposib. g KaXX10T0 MOYTOBOTO SAIIHMKA TOHKEH OBITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

o Ecnu ectb BO3MOXKHOCTBh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH 3TY
BO3MOKHOCTB;

e Hcnosb3yii HECKOJIBKO MOYTOBBIX SAIUKOB. [IepBbIi )11 4aCTHOM IEPENNCKU C
aZpecaTaMmu, KOTOPBIM ThI JOBEPSACIIb. DTO AIEKTPOHHBIN aJpec HE HAJ0 UCMOJIb30BaTh
IpH perucTpanuu Ha GopyMax U caiTax;

e He otkpsiBaii ¢aiiibl 1 Ipyrue BIOKEHUS B MMCbMaX JIaXKe €CIM OHU MPUIILUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

o Ilocne oxoHuaHusi pabOTHI Ha TIOYTOBOM CEPBUCE Mepe] 3aKPhITUEM BKIIAJAKU C CAUTOM
He 3a0y/b HaKaTh Ha «BBIATH.

KubepOVIUTMHT WIIH BUPTYAJIBLHOE U3AE€BATEILCTBO
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KuGepOymnuHr — npecnenoBaHre COOOLUICHUMH, COIEPKAIIUMHU OCKOPOJICHUS, arPECCHUIO,
3aIlyTMBaHKE; XyJUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHE C IIOMOIIBIO PA3INYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

e He Opocaiics B 60ii. JIydmmnii crioco0: mocoBEeTOBATHCS KakK ce0s1 BECTH U, €CJIH HET TOTO,
K KOMY MOHO 00paTHThCS, TO BHaYaJIe YCIIOKOUTHCSA. ECu Thl HauHenh OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1lle OOJIbIIe Pa30XiKellb KOH(IUKT;

e VmpaBisiii cBOeH KubeppernyTaruei;

e AHOHUMHOCTH B ceTH MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHT 32
AHOHUMHBIM aKKayHTOM;

o He crout Bectu Xynuranckuii 00pa3 BUpTyalIbHOM *u3HU. IHTEpHET (huKCUpyeT Bce
TBOU JICHCTBUS M COXPAHSET UX. Y JAIUTh UX OYJET KpaifHe 3aTPyIHHUTEIBHO;

o Cobmiozaii CBOI BUPTYaJIbHYIO YECTh CMOJIONY;

e UrHopupyii equHU4YHBIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIBHBIC COOOIEHHUS JTyUIIIe
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaJIbHOM CTa/lny;

e ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOILIEHUSIMU, B COLTUAIBHBIX
CeTSAX €CTh BO3MOXHOCTh OJIOKHUPOBKU OTIPABKH COOOIICHHI C ONPEeICHHBIX aPECOB;

e Ecnu 11 cBUzeTENb KNOEPOYIITMHTA. TBOUM NEHCTBUS: BBICTYHUTH IPOTHUB
IIpECIIe0BaTENs], I0KA3aTh MY, YTO €0 IEHCTBUS OLICHUBAIOTCSI HETaTUBHO,
MOJIEPKATh KEPTBY, KOTOPOU HY>KHA TICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBbIM
0 (hakTe arpecCUBHOIO NIOBEJICHUS B CETH.

MoOuIBHBIN TETEDOH

CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COEpKaT B ceOe BIOIHE B3POCbIN (PYHKIIMOHAT, U
TeTepb OHU MOTYT KOHKYPHPOBATh CO CTALlMOHAPHBIMH KoMIbloTepamu. OJJHAKO, CPEACTB
3aLIUTHI JUISI TOT00OHBIX YCTPOWCTB MOKA OYSHb Mao. TeCTUPOBAaHUE U TOUCK YSI3BUMOCTEH B
HHX TPOUCXOJUT HE TaK MHTEHCHBHO, Kak 1yt [1K, To xe camoe kacaeTcst 1 MOOMIIBHBIX
npusioxeHnii. CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yXKe MPaKTHUECKHU TOTHAIN HACTOJIbHBIE
aHaJIOTH, OJTHAKO pacHIMpeHre PyHKIIMOHAIA BIIEUET 32 COOON OOJIBIIYIO CII0KHOCTh U
MEHBIIYIO 3aLIUIIEHHOCTD. J[ajJeKo He Bce MPOU3BOIUTENH BHITYCKAalOT OOHOBIICHHUS,
3aKpBIBAIOIINE KPUTHUECKUE YI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsi 06€30MaCHOCTH MOOMIILHOTO TeliepoHa:

o Huuero He siBIsieTcs mo-HacTosIEeMy OecIuIaTHBIM. byib ocTOpOoXKeH, Beb Koraa Tede
npeyiaratoT 6ecIuIaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE
yCIIyru;

o Jlymaii, mpexse ueM otnpaButh SMS, ¢poto uimu Buaeo. Thl TOUHO 3HaCIIb, T1e OHU
OyIyT B KOHEYHOM HTOTE?

o Heo06xoauMo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

o Vcnonb3yii aHTUBHPYCHBIE POTPAMMBI AJ1s1 MOOMIIBHBIX TeNe()OHOB;

o He 3arpyxaiil npuinoxeHust OT HEU3BECTHOI'O HCTOYHUKA, BEAb OHU MOTYT COJEP/KATh
BPEIOHOCHOE NTPOrpaMMHOE 00€eCIIeYeHuE;

o Ilocne Toro kak ThI BBIMIEIIb C caiiTa, T/Ie BBOJWII JIMYHYIO HHPOPMALIUIO, 3aii11 B
HaCTPOWKH Opay3epa U ynanu cookies;

o Ilepuonuyecku npoBepsiii KaKue MIATHBIE YCIyTy aKTUBUPOBAHBI HA TBOEM HOMEPE;

o JlaBaii cBOI1 HOMEp MOOWMIIBHOTO Tesle(hOHA TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIH K KOMY
JOBEpsICLIb;

o Bluetooth nomken ObITh BBIKIIFOUCH, KOTAA ThI UM HE TOJIB3yelnbes. He 3a0biBaii nHOT A
IIPOBEPSTH 3TO.


https://147school.ru/7001

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI — 3TO KPAaCOUYHbIE, 3aXBaTHIBAIOIINE PA3BICUEHUS, 00bEIUHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MHpPY. Irpoku UCCIenyroT JaHHbBIH UM MHp, OOIIAIOTCS APYT C
JPYrOM, BBIIIOJHSIOT 3a/1aHMS, CPAXKAKOTCS C MOHCTPAMU U MOJIYYAIOT OIBIT. 32 YIOBOJIbCTBUE
OHM IUJIATST: MOKYMAIOT IUCK, OTNIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KaKHue-TO OMIIUU.

Bce 3Tu cpeacTBa uayT Ha MojAJIepKaHUE U PA3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBBIE MATYH (LIU(PPOBBIE 3aIIIATKU
JUIS IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEpPBEPOB. B OJJOOHBIX UTpaxX CTOMT OMacaThCs HE
CTOJIbKO CBOMX COINEPHHUKOB, CKOJIBKO KPAayKU TBOETO MApOJIsi, HA KOTOPOM OCHOBAaHA CUCTEMA
aBTOpH3alMU OOJBIIMHCTBA UTD.

OCHOBHBIC COBETHI 110 O€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

e Ecmu npyroit urpok BeaeT cedsi I0X0 WU CO3aeT Te0e HEMPUATHOCTH, 3a0JIOKHPYH €ro
B CIIUCKE UTPOKOB;

o [Tloxamyiicst aIMUHUCTPATOpaM UIPhl HA IJI0XO0E IIOBEJIEHUE 3TOT0 UTPOKA, KEJIATEIHHO
MPUJIOKUThH KAKHUE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

o He yka3bBaii muunyro nHpopmaluio B mpodaiisie urpsr;

e VYBaxall IPYrux y4aCTHUKOB IO UTPE;

e He ycranaBnuBaii HeoumansHbie MATYH U MOJIBI,

e Hcnosnb3yil ClOKHBIE U pa3HbIE TTAPOJIH;

o Jlaxxe BO BpeMs UI'PbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [10Kka TeI Urpaeib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN Kpaxa JUYHBbIX JaHHBbIX

OOBIYHOI KpaskeH JIeHET U IOKYyMEHTOB CETOTHS YK€ HUKOTO He YAUBHIIIIb, HO C pa3BUTHEM
HHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKHA NCPEMECTUIIUCh B UHTCPHET, U IPOJOJIZKAIOT
3aHUMAThCS «JTFOOMMBIMY» JIeJIoM. Tak MOsSBUIach HOBAsl yrpo3a: HHTEPHET-MOIICHHUYECTBA HUITH
(1)I/IH_II/IHF, Tj1aBHasA 0CJIb KOTOPOTO COCTOUT B IMMOJTYYCHHUU KOH(bI/II[eHI_II/Ia.HBHBIX JaHHBIX
MOJIb30BaTEJICH — JIOTHHOB | maposiei. Ha anrnuiickom si3pike phishing untaercs kak GpuUImHr
(ot fishing — priOHast moBs, password — mapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM:

o Crnenu 3a cBOMM akKayHTOM. Eciu Thl mojj03peBaenib, 4TO TBOSI aHKeTa Oblia B3JIOMaHa,
TO HEOOX0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 3TOM Kak
MOJKHO CKOpEEe;

e Ucnonb3yii Oe3o0macHbIle BeO-CalThI, B TOM YHCII€, HHTEPHET-Mara3uHoB U MTOMCKOBBIX
CUCTEM;

e Ucnonb3yii croskHbIC U pa3Hble Tapoau. TakuM 0O6pazom, eciu Tedst B3IOMAIOT, TO
3JI0YMBIIIJICHHUKHY TIOTy4YaT TOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIO B CETH, a HE KO
BCEM;

e Ecnu tebs B3moManu, To HEOOXOAMMO MPEIYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbI y TEOS B IPY3bSX, O TOM, UTO T€OS B3JIOMaIN U, BO3MOKHO, OT TBOETO HUMEHU
OyZIeT pacchlIaThCsl ClIaM U CChUIKY Ha (PUIIIMHTOBBIE CAWUTHI;

e YcranoBu HaaexHbIN apoib (PIN) Ha MoOUIBHEI TenedoH;

o OTKIIOYM COXpaHEHUE MapoJIst B Opaysepe;

e He otkpsiBaii ¢aiiibl 1 Ipyrue BIOKEHUS B MMCbMaXx JIaXKe €CIM OHU MPUIILUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

Hudposas penyranus
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Hudposas penyranus — 3T0 HEraTUBHAS UM MTO3UTHUBHAS HH(POPMALU B CETH O Teoe.
Komnpomerupytomias nHpopmalus pa3MelieHHas B MHTEPHETE MOXKET Cephe3HbIM 00pa3zoM
OTpa3UThCs Ha TBOCH peasbHOM ku3HU. «L{udpoBas pernyranus» — 3T0 TBOM UMUK, KOTOPBII
dbopmupyeTcst u3 nHGOpMauK 0 TeOe B MHTEPHETE. TBOE MECTO JKUTEIbCTBA, YIeObl, TBOC
(rHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKTepa U paccKasbl 0 OJIM3KUX — BCE 3TO
HaKaIUIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K yOJIMKAlMU TMYHOM HH(pOpMAaLIUU B
WHTepHeTe, He TOHUMAsi BO3MOXKHBIX MOCIIEACTBUN. ThI Jaske HE CMOXKEITb I0TaAaThCsl O TOM,
yTto pororpadus, pazmerieHHas 5 €T Ha3aJl, CTala MPUINHON O0TKa3a MPUHATH TEOs Ha padoTy.

Kommenrtapuu, pazmerienue TBoux ¢ororpaduii 1 1pyrue 1eHCTBUS MOTYT HE UCUE3HYTh JTaXKe
IIOCJIE TOTO, KaK ThI X yJalHIIb. THl HE 3HACIIb, KTO COXPAHWII 3Ty HH(POPMAIIHIO, TTOTaja JIN
OHa B TIOMCKOBBIE CUCTEMBI M COXPAHMIIACH JIU OHA, a TJIaBHOE: YTO MOyMaloT o Tebe
OKpYXKalolIee JIOH, KOTOPBIC HAMTyT U yBUIAT 3T0. HaiiTi nH(pOpMAIiio MHOTO JIET CITyCTs
CMOXeET JII000# — Kak 13 J0OPhIX TOOYXK/IEHUH, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpea. ITO
MOKET OBITh KTO YTO/IHO.

OCHOBHBIE COBETHI IO 3aLTUTE UPPOBON permyTaIiu:

o [Tlomymaii, mpexxze yem 4TO-TO IMyOJIMKOBATH U MepeaBaTh y cedst B 6yiore wiu B
COILIMAILHOM CETH;

e B Hacrpoiikax npoduis ycTaHOBH OrpaHUYEHUs HA IPOCMOTP TBOETO MPOGMIIL U €ro
COZIEPKUMOT O, CHIEIIall €ro TOJIBKO VIS APY3En»;

e He pa3meniait u He yka3biBail HHPOPMAIIHIO, KOTOPask MOXKET KOTO-TH00 OCKOPOJISITh W
O0MXaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE IIKOJIFHUKN— aKTUBHBIE TT0JIH30BATENN IIU(PPOBOro nmpocTpancTBa. OgHaKO
JIAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHHE MHOTHMHU BO3MOXXHOCTSIMH ITU(PPOBOTO MHUpa TpedyeT
coOJTI0ICHHSI TIPAB HA MHTEIICKTYAIbHYIO COOCTBEHHOCTb.

TepMHUH «MHTEIIEKTYyalbHasi COOCTBEHHOCTb)» OTHOCHTCS K Pa3IUYHBIM TBOPEHHUSIM
YEJI0BEUECKOr0 yMa, HauYWHasl C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH , U 3aKaHYMBAasi KHUTaMu, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKQTbHBIMH ITPOU3BEIACHUSMHU.

ABTOpCKHE MpaBa — 3TO MPaBa Ha UHTEIUIEKTYaIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATYphl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAET HAlpacHbIM, JaCT €My CIIpaBeIIHBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/la, MOJIyUYUTh U3BECTHOCTh U IPU3HAHHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXET BOCIIPOU3BOHTD €0 MPOU3BEICHHE, PaCIIPOCTPAHATS,
nyOJIMYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTHUPOBATh, ITYCKATh B MIPOKAT, MyOIMYHO
UCTIOJIHATE, IOKA3bIBATh/UCIIOIHATH B AHpe UK pa3memiaTts B IHTepHeTe.

Hcnonp3oBaHue «IIMpaTCKOroy MpOrpaMMHOTI0 00ECTIEYeHHUS MOXKET IMTPUBECTU K MHOTHM
pHUCKaM: OT IOTEPH JAaHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKU TBOET'O YCTPOMCTBA, I/ie
YCTAHOBJICHHBIH He JierajbHas nporpamma. He ctout Taxoke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OeCIIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

MamaATKa Kak obecneunTtb MHPOPMALMOHHYIO 6e30NacHOCTb pebeHKa
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Hesaemcumo o7 so3pacta pebedko ucnone3yiTe nporpammHos obecneveHme,
NoOMOraiowWee GUNETPOBATE M KOHTPONHPOBATE HHGOPMALMIO, HO HE MONAraMTech

MONHOCTEID HO Hero, Baowe sHHMOHKWE K P-EE&HK}I’ = rNOBHBIA METOO JI0OWMTEL.

Ecnm sow pebeHok MMBET OKKOYHT HO OBHOM M3 couMansHex cepawcos (Livelournal,
blogs.mail.ru, vkontakte.ru u gpyrue), BHHMMaTENEHO M3YYHTE, KOKYIO MHPOPMALMIO

NOMELAIOT Bro YYacTHMKH B cBoMx npodmnax v Gnorax, exniovas dortorpadmm v

BHOED.

MpoeepsTe, € KOKMMW APYTMMM CORTOMM CBA30H COUMONBHBIM CEPBWMC BOLWEro
peberka. Crpanwukn sawero pebeHka moryT BuiTe Be30NaCHBIMM, HO MOryT
COABPXaTE M CChIAKKM HO HeXMendTenbHele W ORacHbIE COMTEI [HDHFHMED, HDPHGEQHT
WNM COWT, HO KOTOPOM APYr YNOMMHOET HOMED COTOEOro TenedoHa BAWEro

pebeHKa MNW BOLW AOMOWHWKA agpec).

Moowpsaite sawero peGenka cooBuaTte 660 BEEM CTPAHHOM MAM OTTANKHBOIOLEM H
HE CAMIWKOM OCTPO PECrMpyWTe, KOrga OH 3T0 genaet (M3-30 ONGCeHMA NOTEepATb
AOCTYN K MHTEPHETY AETH He rosopaT poguTensm o npobnemax, o Takxe moryT

HOYATh HCMOMNL3IOBOTE HHTERHET BHE QOMO M I.IJI'EUIIH’.

ByakTe B Kypce cereror xW3HW pawero pebenka. MHTepecyrTeck ero ApY3IbaMM B

MHTEpHETE TAK ¥e, KOK HHTEpeCY eTeCh PEanNbHBIMKH ODY SbAMM.
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